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ibm's cost of a data breach report (2024)

!
 expensive & hard to contain



customer scenario

FACTS

highly regulated sector

camunda for orchestration

integration of many systems

take security very serious



initial system landscape



unaddressed issues
❌

 number of runtimes
❌

 getting secrets safely into runtime

❌

 support secret rotation



design aspects

· support of 4-8 different units

· different responsibilities

· shared connectors

· some shared processes

· no shared secrets



some proof of concepts later...



hashicorp vault

· central secret management

· sophisticated access control

· audit and access logs

· static & dynamic secrets

· high availability



phases of retrieval

AT STARTUP DURING RUNTIME

✅ loaded once ✅ always current

❌ restart for rotation ❌ added latency

❌ secrets in-memory ❌ availability



mixing phases



security aspects

· vault sealed by default

· access via https/tls only

· spring security for endpoints

· restricted logging

· k8s cluster security



technical design



unaddressed issues
✅

 number of runtimes
✅

 getting secrets safely into runtime

✅

 remove secrets from templates

❌

 support secret rotation

❌

 connector template duplication



secret rotation with bpmn



secret rotation in code
try {

    authenticate();

    // do worker logic here...

} catch (AuthException e) {

    // fail job with custom retry back-off

    client.newFailCommand(job)

        .retries(job.getRetries() - 1)

        .retryBackoff(Duration.ofSeconds(60))

        .errorMessage("Authentication failed!")

        .send()

        .join();

}

JobWorkers

try {

    authenticate();

    // do connector logic here...

} catch (AuthException e) {

    // fail connector with custom retry back-off

    throw new ConnectorRetryExceptionBuilder()

        .retries(retries - 1)

        .backoffDuration(Duration.ofSeconds(60))

        .errorCode("AUTH_EXCEPTION")

        .message("Authentication failed!")

        .build();

}

Connectors



unaddressed issues
✅

 number of runtimes
✅

 getting secrets safely into runtime

✅

 remove secrets from templates

✅

 support secret rotation

❌

 connector template duplication



template duplication



connector hybrid mode

· one template for multiple runtimes

· runtime with overwritten connector ids

· target runtime via dropdown

· runtime knows allowed process ids



connector hybrid mode



connector hybrid mode

docker run --rm --name=MyConnectorRuntime \

  -e CONNECTOR_MY_CONNECTOR_TYPE='org.example.company:connector:1a'



target architecture



what we've learned

· actively manage your secrets

· secrets vulnerable outside vault

· hybrid connectors for multiple runtimes

· lower risk with secret-less templates

· Camunda supports secret rotation



follow me on substack for more



thank you!

enjoy CamundaCon


