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IBM'S COSTOF ADATA BREACH REPORT (0.4

Cost and frequency of a data breach by initial attack vector

Top 5 categories in response time

$5.2

Business email

(o) compromise, 4.88 Phishing, 4.88 Stolen or compromised
Malicious insider, 4.99 (o) credentials

o

Social engineering, 4.77

Malicious insiders

Unknown zero-day
vulnerability, 4.46 ..
o Phishing
Known unpatched
vulnerability, 4.33

o]
O Accidental data loss and lost or stolen device, 4.28 Social engineering

O Physical security compromise, 4.19

(o) Cloud misconfiguration, 3.98 Unknown zero-day
System error, 4.07 Fo) vulnerabilities

m MTTI m MTTC

& expensive & hard to contain



CUSTOMER SCENARLO

FACTS
highly regulated sector

camunda for orchestration

integration of many systems

take security very serious
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UNADDRESSED [SUES

number of runtimes
getting secrets safely into runtime
support secret rotation



DESLGN ASPECTS

- support of 4-8 different units
- different responsibilities

- shared connectors

- some shared processes

- no shared secrets

aaaaaaaa

maintain

monitor
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AASHICORP VAULT

- central secret management
- sophisticated access control
- audit and access logs

- static & dynamic secrets

- high availability




PHASES OF RETRIEVAL

AT STARTUP DURING RUNTIME
¥ loaded once ¥ always current
restart for rotation added latency

secrets in-memory availability



MLXING PRASES

- = unseal— - P

fetch—p
4

ConFig Server
Secrets

HaSL\?CorP Voult rru fetch Conﬁg Client

dynamically at runtime once at startup



SECURLTY ASPECTS

- vault sealed by default

- access via https/tls only

- spring security for endpoints
- restricted logging

- k8s cluster security
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UNADDRESSED [SUES

v number of runtimes

¥ getting secrets safely into runtime

¥ remove secrets from templates
support secret rotation
connector template duplication



CRETROTATEON WITH BPMN

EXPression Lo mdap tne response 1mto process varianles

Error handling

Error expression fx

©Q 20 A + W =

Expression to handle errors. Details in the documentation.

O—D do REST call -Q)O Retries ®
Retries fx

HM 3

Numb_er of r

% N

) |

etry backoff fx

PTOS
0-8601 duration to waitbyeﬂ/retries

Sl

Send feedback
S WO - +

Execution listeners -

Check problems against: Zeebe 8.6



SECRETROTATLON IN CODE

try { try {
authenticate(); authenticate();
// do worker logic here... // do connector logic here...

} catch (AuthException e) { } catch (AuthException e) {

// fail connector with custom retry back-off
throw new ConnectorRetryExceptionBuilder ()

.retries(retries - 1)
.backoffDuration(Duration.ofSeconds(60))
.errorCode("AUTH_EXCEPTION'™)
.message(""Authentication failed!'")

build();

// fail job with custom retry back-off

client.newFailCommand(job)
.retries(job.getRetries() - 1)
.retryBackoff(Duration.ofSeconds(60))
.errorMessage('""Authentication failed!")

.send()
.join(); ,

JobWorkers Connectors



UNADDRESSED [SUES

v number of runtimes

¥ getting secrets safely into runtime

¥ remove secrets from templates
¥ support secret rotation
connector template duplication



MPLATE DUPLLCATLON
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(CONNECTOR HYBXLD MODE

- one template for multiple runtimes

- runtime with overwritten connector ids
- target runtime via dropdown

- runtime knows allowed process ids



CONNECTOR RYBRLD MODE

Template .;
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Dynamic Ids
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(CONNECTOR HYBXLD MODE

Visual Preview

General

Documentation

v Runtime X
Runtime Y
Runtime Z

docker run —--rm —--name=MyConnectorRuntime \
—e@ CONNECTOR_MY_CONNECTOR_TYPE='org.example.company:connector:1a'
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WHATWE'VE LEARNED

- actively manage your secrets
- secrets vulnerable outside vault
- hybrid connectors for multiple runtimes
- lower risk with secret-less templates

- Camunda supports secret rotation



FOLLOW MEON FOR MORE

The Intermediate
Catch Event
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